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How to manage Ubuntu 
systems in air-gapped 
environments 



Disclaimer!
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> No one-size-fits-all: the best system is the one 
that works for you!

> Not rules, just experiences from my TSE work 
in providing bug/break fix to supported Linux 
infrastructure.

> I am not a sysadmin or a devops guy but one 
with more VMs than friends! 

https://canonical.com/blog/what-is-linux-support


Agenda

● Intro

● Lab setup

● Setup walkthrough

● More lab setups

● Features walkthrough

● Q.n.A



The General User 

vs 

Enterprise Reality . . .
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Challenges … 
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Monitor machines at scale 
Prometheus + Grafana ? COS?

Manage multiple policies for different environment needs 
Puppet / Ansible / Chef ?

Security and Compliance 
Mirror tools - apt-mirror / reprepro ? Security patches - playbooks, unattended-upgrade, scripting ?

Remote access
SSH ?

https://documentation.ubuntu.com/observability/


Landscape
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Landscape automates security patching, auditing, 
access management and compliance tasks across your 
Ubuntu estate. Use it in well-connected or air gapped 
environments: at sea, in space and everywhere in 
between

ubuntu.com/landscape

https://ubuntu.com/landscape


Lab Setup - pro token
ubuntu.com/pro/dashboard

https://ubuntu.com/pro/dashboard


Lab Setup - enable pro 
documentation.ubuntu.com/pro/

http://documentation.ubuntu.com/pro/


Offline installation… 



Lab Setup - Landscape quickstart

Script: lab-setup.sh

documentation.ubuntu.com/landscape/how-to-guides/landscape-installation-and-set-up/

https://github.com/GairePravesh/UbuCon/blob/main/lab-setup.sh
http://lab-setup.sh
http://documentation.ubuntu.com/landscape/how-to-guides/landscape-installation-and-set-up/


Multipass
Multipass is a tool to generate cloud-style Ubuntu VMs quickly on Linux, 
macOS and Windows. It provides a simple but powerful CLI that enables 
you to quickly access an Ubuntu command line or create your own local 
mini-cloud.

documentation.ubuntu.com/multipass

https://documentation.ubuntu.com/multipass/en/latest/


Why multipass and not lxd?
https://jnsgr.uk/2024/06/desktop-vms-lxd-multipass/

Multipass is perfect for quickly launching 
Ubuntu VMs 

Ephemeral jobs

Developer experience

Supports linux, mac, windows 
(hypervisors)

LXD, originally a container manager, now 
supports full-fledged VMs

Long running workloads

Cluster friendly

Only for linux (lxc)

https://jnsgr.uk/2024/06/desktop-vms-lxd-multipass/


Customized instances with multipass and cloud-init

cloud-init is a tool for automatically initializing and customizing an 
instance of a Linux distribution.

documentation.ubuntu.com/lxd/latest/cloud-init/

http://documentation.ubuntu.com/lxd/latest/cloud-init/


Landscape account setup



Major challenge when air gapped?

Package management



apt . . .



apt . . .
General Process:

1. Configure sources at 
/etc/apt/sources.list{,.d}

2. `apt update` to download 
package index at 
/var/lib/apt/lists/

3. Query package cache for details - 
`apt show`

4. Select correct candidate for 
package based on apt preferences

5. Resolve conflicts & dependencies 
6. dpkg install … 



Debian Repository Structure
Origin (Ubuntu) —---------------------------------------------------------------------- Distribution (Landscape)
    │
    └── dists/        
        │
        ├── Suite (e.g., stable, bionic) —------------------------------------------ Series 
        │   │
        │   ├── Release (Signed: Release.gpg/InRelease) —-------------- Signed with a new Mirror Key
        │   │
        │   ├── Component (e.g., main, contrib, universe) —------------- Component 
        │   │   │
        │   │   ├── Architecture (e.g., amd64, i386) —------------------------ Architecture
        │   │   │   │
        │   │   │   └── Package Index (Packages.<ext>, by-hash/)
        │   │   │
        │   │   └── Source (Source package index)
        │   │
        │   └── Content Indices (Optional, file lists)
        │
        ├── Suite (e.g., stable-updates, bionic-security) —---------------- Series-Pocket
        │   │
        │   ├── Release
        │   │
        │   ├── Component (e.g., main, restricted)
        │   │   │
        │   │   ├── Architecture
        │   │   │   │
        │   │   │   └── Package Index
        │   │   │
        │   │   └── Source
        │   │
        │   └── Content Indices
        │
        └── Suite (e.g., stable-backports, bionic-proposed)
            │
            ├── Release
            │
            ├── Component
            │   │
            │   ├── Architecture
            │   │   │
            │   │   └── Package Index
            │   │
            │   └── Source
            │
            └── Content Indices



Lab Setup - Repository Mirroring
https://documentation.ubuntu.com/landscape/how-to-guides/repository-mirrors/

Available Tools: 

● reprepro (used by Landscape)

● apt-offline

● aptly 

● apt-mirror 

● debmirror

● apt-cacher-ng

Mirroring Ubuntu Archive:

Script: mirror-setup.sh

https://documentation.ubuntu.com/landscape/how-to-guides/repository-mirrors/
https://wiki.debian.org/DebianRepository/SetupWithReprepro
https://manpages.ubuntu.com/manpages/jammy/man8/apt-offline.8.html
https://manpages.ubuntu.com/manpages/focal/man1/aptly.1.html
https://manpages.ubuntu.com/manpages/focal/en/man1/apt-mirror.1.html
https://manpages.ubuntu.com/manpages/trusty/man1/debmirror.1.html
https://manpages.ubuntu.com/manpages/focal/man8/apt-cacher-ng.8.html
https://github.com/GairePravesh/UbuCon/blob/main/mirror-setup.sh


Security and Compliance - Walkthrough

● Repository Profiles (Landscape managed apt sources)

● Package Profiles (meta-package)

● Upgrade Profiles (package upgrades and USN fixes)

● Security Profiles (USG/DISA-STIG fix & audit)

● External authentication (AD, OIDC)

● RBAC (access groups, permissions and roles)



Misc features 

● Remote script execution

● Legacy and Rest API

● Graphs

● Alerts



Why Landscape?

● Offline Installation

● Self-Hosted  - Scalable with juju/charms 

● Repository Management:

○  Manage tiered repository mirrors for multi-region and air-gapped 
deployments

● Security upgrades in offline environments 

● Compliance Audits, Fixes and Reports 

● RBAC and Policy-Based Management

● API endpoints, etc …

https://documentation.ubuntu.com/landscape/how-to-guides/landscape-installation-and-set-up/install-landscape-in-an-air-gapped-or-offline-environment/
https://documentation.ubuntu.com/landscape/how-to-guides/landscape-installation-and-set-up/
https://documentation.ubuntu.com/landscape/how-to-guides/repository-mirrors/create-tiered-repository-mirrors/
https://documentation.ubuntu.com/landscape/how-to-guides/repository-mirrors/create-tiered-repository-mirrors/


Thank you! 
Questions?
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Contact: google @gairepravesh

THIS IS A MYTH!

https://canonical.com/blog/what-is-linux-support

