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Neel Shah -
DevOps
Community Guy

e Developer Advocate at Middleware

e Hashicorp Ambassador

e Co-organiser GDG Cloud Gandhinagar,
CNCF and Hashicorp Gandhinagar

e Mentored more than 15+ hackathons

e Gave talks in 10+ conferences, including
KubeCon,Platform Con, LinuxFest, KCD,
etc.




The GitOps Mindset

@

Git Is the single
source of truth

¥

o

Desired state is
stored In
version control

\/

Automation
tools reconcile
live systems
with Git

O

Rollbacks, drift
detection, and

traceability
baked in



Gitops beyod Kubernetes

F GitOps Principles

i Declarative Configuration
Al system conlgurations defined declaratvely as YAML hles, specifying
deswed stale rather than steps

(

Git as Single Source of Truth
Gil repostory Serves as defimtve bluepnint for Ive systems, providing
versioned, auditable changes

G2

Automated Pull-Based Synchronization
speciakzed agents continuously pull desired stale irom Git and apphy i
o the hive emvironment

@ Continuous Reconciliation
AQents constantly compare actual stale agansi desired state in Git
and automatcally correct discrepancses

® Why Ubuntu?

Ubiquitous Operating System

Forms the backbone of infrastructure across cloud, on-premises, and edge
deployments

Rich Ecosystem

Comprehensve package managers (AFPT, Snap) and system sennces ideal
for GitOps implemeantation

Consistent Management

Leverages declarative nalure 10 manage OS5 conliqurations, secunty
patches, package instalations, and service management with cloud-native
FIgpor

Bridging the Gap
Connects cloud-natrve Workilows with the broader Ubunitu ecosysiem kor
simphfied infrastructure management



Why Extend GitOps to
Ubuntu?

e Ubuntu powers cloud, desktop, and loT/edge devices

e Traditionally configured imperatively (commands, scripts)

e Increasing need for consistency and auditable automation

e Bridge between DevOps, Platform Engineering, and
InfraOps




Element

0S Config

APT Packages

Snap Packages

Services

Security Policies

Declarative Ubuntu
Management

Declarative Source

YAML/TOML manifests
Manifested in repo
Snapcraft config
systemd unit definitions

YAML templates

Managed via

Ansible + GitOps
Flux/Argo automation
Flux or GitOps controllers
Managed as code

Automated via CIf/CD



Tools of the Trade — Flux, ArgoCD, and

Friends

e Flux for lightweight GitOps sync and reconciliation
e ArgoCD for enterprise-scale orchestration

e Ansible, Juju, or Terraform for provisioning layers .
e \Webhooks or GitHub Actions for change -
automation



Managing Cloud, Edge, and On-Demand Ubuntu

Ol

03

Cloud: Provision and
patch EC2/GCE/Azure
VMs declaratively

On-Demand: Use Git
commits to trigger
Terraform + OS updates

02

04

Edge: Apply Snhap
updates and security
patches from Git

Common GitOps
workflow regardless of
location



W APT Package Management

Trathbonal package managér or Debian packages

Dependency Manages dependences separalely, packages rély an
Handling: sysiem hbranes
Sandboxing: Applications run directly on the host system wathout

sandboxing
Installation Location: Instals permangntly mia the Ubuntu hke system

Package Suze: Generally smalker due 10 shared system hibranes

GitOps Integration

Mamhes! m Gil bSiS Qesired packafges and versons, with Ilops agent

execubng apt install or apt upgrade commands

Snap Package Management

Conlamenzéed apphcanon packages with budl-mn Oependencmes

Dependency Bundles all depandencees within the package (sel-
Handling: contained)
Sandboxing: Applications run in isolated, sandboxed

EIronments
Installation Loecation: Maounts as a compréessed lesystem, oftén n /snap

Package Size: Larger due o bundled dependencies

GitOps Integration

Declarative nature inherent in design through snapcraft.yaml hles

varsion=-contralied in il

APT and Snap Package Management



Security, Patching,

and Compliance

OS security updates triggered by merge commits

Drift detection for unauthorized changes

Automatic rollback to last known good config

ORROREORES

Auditable and compliant change history




Automated Security Patching

Scan for Generate Review &
Q = o) % Deploy

Updates PR Merge

Process automatcally . Ll generates PR 10 » SEeCcuUnty leam reviews "
| BrEl L vy i 1
ans lor avarlable updale package versions and merges FiH 1o L IE U UCRAUYS
SECUnty unanles in Cait "'|:'|:'“"1"E"'|""-":" updates

¥ Benefits of GitOps Security Workflow

L Faster Response: Aulomated scanning and o) Complete History: Audil irail af all secunty 25 Consistent State: All systems aligned with

remediabon updates lalest secunty posiune
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Gitops + Ubuntu Assembels




Building a Self-Healing Ubuntu
Environment

e GItOps controller continuously
monitors drift

e |f config diverges, it auto-corrects to
match Git

e System failures trigger rollback
pipelines

e Enables resilience at OS level, not
just app layer



Self Healing Infrastructure

Q Drift Detection ¥ Automated Rollouts = Effortless Rollbacks

Continuous montoring of Ine emvironment = Developer submits pull reguest (o Git « Reverting 10 previous stable state is as
against il conhgurabons repoSion simphke as revernng a Gl Comm
Automaltc detection of configuration dnft « After review and approval, PR is merged into + GitOps controfler detects reversion and
Remediation of unauthorized changes main branch restores systems

« GIODps controller automatcally apphes « Sigmhcantly reduces downlime and

changes to target systems enhances reliability

Example:; If an adrmirestratos manualy modifees a Example: If a configurabon capses an apphcabon
fryall rule, GIIOps conwaller detects s Exampbe: Wih 1ools like Flagoer or Argo Rollduts 10 malfunchon, a developer can identify the
unauthanzed chandge and reapphes thi Comect mibe canary rdeases or boe-gregn deployments can b prcehbEmadic Sommel and execue & g réven
frorm Gl crchviEsirabed for progressive delnagng Comamand




Demo or
Exam p le /fubuntu/apt-packages.yaml

fubuntu/snaps.yaml

AI’Ch ite Ctu I'e fubuntu/systemd/

e Git repository:

e Flux reconciles these to live Ubuntu
Instances via SSH or agent

e Git commit = automated rollout




Multi Environment Deployments

& Cloud & On-Premises

© Toolks ke Crossplane enable declarative
management of choud prosder resources

alongside Ubuntu OS5 conliquralions

& GitOps agents deployed on bare-metal
SETVETrS Ofr 'I.I'Ir[lj.ill I11.illl,2|1||1l_’.'!-i. 8] :;{H1I|r||.|:n|.u-:h,.r

pull configuratbons

£ Ebkminates configuration drilt and provides
consistent operational model across hybnd

inlrastructure

=a Edge & loT

© Lightweight GrOps agents optimized for
rminimal resounce CONSuUMpLKn -Ijl_‘|]-|l!_]'!."
directy on edge dewvices

& Penodically pull configuration updates even
with ntermuent network access

& Hierarchical reposttory Struciures for
scalable management of distinbuted fleets

¥ Best Practices

© Use Git as the single source of truth for al
ENnvirgnmenits

8 Implement environment-specific overlays (o
manage differences

& Establish clear change management
Proceésses across environments



Bridging Cloud-
Native and Ubuntu
Ecosystems

e Common workflows for K8s,
apps, and base OS

e GitOps unites platform, Dey,
and Ops teams

e Enables one operational
model across environments

e Ubuntu + GitOps = unified
declarative operations stack




Key

Takeaways

GitOps applies to everything, not just
Kubernetes

Ubuntu configs, Snaps, and packages can
be declaratively managed

Automation ensures reliability, consistency,
and rollback

Git is your system of record across
environments




Final
Thoughts

Declarative systems are the future of ops
Ubuntu’s openness makes it GitOps-friendly
Adopt Flux or ArgoCD today for your infra
Let Git drive your infrastructure evolution



https://docs.google.com/spreadsheets/d/1DUF2isFWsqVSYhbaACYtbgcLi_YjDqpE3GLQIVgkKQg/edit#gid=69851113
https://docs.google.com/spreadsheets/d/1DUF2isFWsqVSYhbaACYtbgcLi_YjDqpE3GLQIVgkKQg/edit#gid=69851113
https://docs.google.com/spreadsheets/d/1DUF2isFWsqVSYhbaACYtbgcLi_YjDqpE3GLQIVgkKQg/edit#gid=69851113
https://docs.google.com/spreadsheets/d/1DUF2isFWsqVSYhbaACYtbgcLi_YjDqpE3GLQIVgkKQg/edit#gid=69851113

&

Consistent declaratve dehnitions across all infrastructung Componanis

Future of Unified Infrastructure

' Declarative Everything ¥ Resilient & Self-Healing

Gil as single source al truth for OS5 configurations, security patches, and & Automated rollouts and eflortless rollbacks
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58 Conimuous drifl detection and avtomatic remediation

Viersion-contralied nirastructure as code

ﬂ' Consistent émaronment states across cloud, on Premises, and i

|
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Connect with me for any queries !
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Thank You!
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