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Appendix <

> cat docker-deny-ping
#include <tunables/global>

profile docker-default flags=(attach_disconnected,mediate_deleted) {
# deny ping bins
audit deny /bin/ping rx,
audit deny /usr/bin/ping rx,

# allow everything else
capability,
network,
file,
mount,
umount,
pivot_root,
ptrace,
signal,
dbus,

unix,




Appendix

e apparmor_parser -r -W -n “restrict-ns” <profile-file>
e docker run -- -it --security-opt apparmor=":restrict-ns://docker-default” ubuntu:24.04 bash

e apparmor_parser -R -W -n “restrict-ns” <profile-file>



