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Who am I

ValdikSS (or just Val)

● Linux user since 2008
● (former) Security expert
● (former) Reverse engineer
● Internet censorship researcher
● Amateur software developer



Bought a “new” printer

● Model from year 2002
● USB
● Very cheap ($5-$20)
● No 64-bit drivers

Obsolete and unsupported

Canon LBP-1120Canon LBP-1120



How do I print from the phone?

I need a print server!



Retail print servers

Existing “dumbdumb” print servers are just
port forwarding devices from 2000s

● Printing, rarely scanning
● Requires driver on the PC,

special app on iOS/Android
● Manual configuration, no autodiscovery
● Not what the user wants



But could I use it?

Canon LBP series is unsupportedunsupported!



How do modern printers work?

● Autodiscovery using mDNS + DNS-SD
No need to add the printer by IP address manually

● Universal printing protocol
Internet Printing Protocol (IPP), based on HTTP
Network-supported from the start

● Universal printing language standard
Driverless printing, no app required

● Unified printing formats
PDF, PWG Raster, Apple Raster, JPEG

● Universally supported
iOS, Android, macOS, Linux, Windows
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Driverless printing



DIY print server



Let’s make our own print server! Software

CUPS
Printing server on 

Linux, with 
AirPrint/Mopria 
sharing support

Scanning server 
on Linux

Linux
Of course!

Fast x86 → ARM emulator 
with JIT, for x86-only 

drivers
AirSane

AirPrint/Mopria 
scanner sharing 

support



Let’s make our own print server! Hardware

Orange Pi 3G-IoT-A Size 51.5 mm × 69 mm

Weight 25 g

CPU Mediatek MT6572M
ARMv7 Cortex-A7 Dual Core, 1 GHz 

RAM 256 MiB DDR2

Flash memory 512 MiB NAND

USB 1× USB 2.0 Host for printer
1× USB 2.0 MicroUSB for 5V power

Wi-Fi 802.11n 2.4 GHz

Audio! Microphone! Display and camera connections!
And even 3G connectivity!

$8$8



$8? How could it be so cheap?



NO WORKING 
SOFTWARE



From DIY to retail

32,07%32,07%

31,72%31,72%

28,97%28,97%

7,24%7,24%

Yup, I’ll buy Nobody needs it
These printers are nothing but trouble The Hives new album is great!

93 votes →



From DIY to retail: features

● Meet user needs
– Enable printing from any device and operating system
– Support as many printers and scanners as possible, emulate x86 

proprietary drivers if needed

● Make it user friendly
– What could be pre-configured, should be pre-configured
– What could be automated, should be automated
– Simple and clear web interface
– Connect with QR code
– Access by .local domain, not IP address
– Embed documentation and configuration how-tos
– Minimize user intervention

              Your mom should be able to set it up without youYour mom should be able to set it up without you



From DIY to retail: OS
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● Prevent user from breaking the device
– Power loss should not corrupt the filesystem at any point  ⇒ read-only rootfs
– Power loss should not lead to configuration loss  ⇒ read-write config partition, 

sync fs and ensure state
– Support for factory reset  ⇒ hold hardware button to reset the state

● Firmware updates from USB flash
● Secure by default

– Firewall (block IPv6 remote access)
– Unique per-device credentials
– No default or hard-coded passwords



From DIY to retail: customers

End users don’t know much 
about technology
– “How do I print from the 

smartphone?”
– “How to connect USB printer to 

Wi-Fi?”
– “Can’t install print drivers on 

Windows ARM Snapdragon!”

 ✅Convert your old USB printer (or MFP) into 
Wi-Fi printer/MFP

 ✅Print and scan without drivers from 
Windows/macOS/Linux, as well as iOS/Android



From DIY to retail: geeks

● Debian 12
– Easily customized, well supported
– Simple cross-compilation process

● 4 commands to build the firmware 
from scratch
– mkosi, as easy as docker build

● Additional software packaged in .deb’s
– Simplified management and version 

control



From DIY to retail: geeks

● Software bill of material (SBOM) 
generation
– Vulnerability tracking with 

DependencyTrack

Geeks could rebuild the image and “fix 
vulnerabilities” on their own :)



Contributions



Contributions: software

● Open source used  ⇒open source fixed
– Printer doesn’t work? I have to figure it out💸

Ended up buying 3 printers to debug the issues
– Fix it if I can, file an issue if I can’t
– Increased attention leads to better software

SANESANE

Box86Box86

CUPSCUPS

foomaticfoomatic



Contributions: financial

Fund software with hardware

Each device (≈$25) contributes:

● $2 to CUPS
● $2 to SANE
● $2 to AirSane
● $2 for future open driver   

development

¿¿¿¿¿¿ ??????



Goals met

● ≈$320
have been donated to SANE and CUPS each
Not much, but this is just beginning

● All devices are sold outsold out
125 pcs of $8 Orange Pis have ran out, that’s all they had
Substandard hardware successfully reused for good

● My LBP-1120 is printing 👍
I wrote my own print driver for CAPTv1 printers as well, but proprietary is used for now

● Users are happy and ask for more devices 😄
Next batch would be based on another hardware, more capable but more expensive



Takeaways

● People need modern print server
The demand is real, existing retail devices don’t meet it

● Hardware and software synergy
It’s just the software for developers,
It’s just the hardware for end users

● Somebody needs to debug the issues
The user can’t do that,
The developer can’t do that without the hw (most of the time)



Thanks!
Questions?

https://printserver.ink



(extra)



Notable bugs: Windows

● Unable to use custom paper dimensions
– Not an issue for regular A4/Letter printers
– Huge issue for photo printers and label/receipt printers

● Any minor error leads to inability to install printer
– Windows is very picky to printer attributes
– Silent errors without user-visible error message
– Found and fixed 2 bugs

● No feedback on bug reports
– Forum moderators ask to use feedback hub
– Feedback hub is never read by anyone
– Feedback hub is an app, not a web service — not indexed by search engines



GPL compliance: printer manufacturers

Avision

Pantum GravitonKatusha



GPL compliance: printer manufacturers (2)

???
Maintainer: smirnoff <smirnoff.fan@qq.com>

DigmaBulat

Based on foomatic-
rip 1.27.4



GPL compliance: nokoprint




