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Coreboot
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This workshop offers a hands-on exploration of the Application Processor 
(AP) firmware in Chromebooks, traditionally referred to as the BIOS. 

Participants will delve into the open-source “coreboot” framework, gaining 
practical experience in building custom AP firmware images. 

Objectives
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AGENDA

Recap
● What is firmware?
● Chromebook EC, AP and GSC firmware

Real hardware demo
● Hardware requirements
● Host & DUT connection
● Firmware development and debugging
● Firmware flashing
● Different consoles and system tools

QEMU demo
● Understanding QEMU 
● Steps to build the Coreboot QEMU demo
● Workshop 

First step towards Open Source Firmware



https://tinyurl.com/rvxdz792 

https://tinyurl.com/rvxdz792


Recap
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As per IEEE 610.12-1990, the definition of Firmware is:

The tiny block that combines hardware device, computer instructions and 
data, reside as read-only software on the device.

An essential piece of code that is responsible for performing the 
underlying hardware initialization prior to handing over to the operating 
system.

“Tiny” and “read-only”  terms are misleading while defining the scope 
of the modern firmware.
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EC Firmware

EC refers to the Embedded Controller. Major responsibilities of EC 
firmware are, 

● AP Power Management
● Peripheral Management
● Keyboard Control
● Thermal Management
● Power Management
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AP Firmware

AP refers to the Application Processor or the CPU,  AP Firmware is 
the firmware running on the AP.

Components:

● coreboot
● depthcharge
● verified boot (vboot)
● silicon firmware

Open Source Firmware (OSF)
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GSC (Google Security Chip)

Ti50 is the firmware that runs on the GSC, it has support for 
Case Closed Debugging (CCD).

● Exposes EC, AP and GSC consoles
● Controls hardware write protect
● Allows flashing of EC and AP firmware
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 coreboot 
coreboot is an open source firmware platform that delivers a 
lightning fast and secure boot experience on modern computers.

● Minimal hardware initialization
● RAM initialization, setting up the I/O devices etc.
● Not a bootloader, but supports various Payloads
● Payloads can boot OS

verstage romstage ramstage payloadbootblock

Typical AP FW Boot Flow

coreboot

https://coreboot.org/


“OK, I got the 
concept...

but how does this 
look in practice?” 



Real Hardware 
Demo



Hardware 
Requirements
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 Host
Host is the development machine

It can be:

● Linux machine 

or

● Chromebook running Linux

○ No VM required

https://support.google.com/chromebook/answer/9145439?hl=en
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DUT - Device Under Test  
A Chromebook under development or testing

● In developer mode

● CCD open (enabled)
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 SuzyQ
SuzyQ is a debug cable used for ChromeOS 
firmware development and testing 

● Connects to USB-C port on the Chrome 
OS device

● Serial ports - AP, EC and GSC consoles

● SPI Flash read/write - AP, EC and GSC

● Power control - on/off/reset

● Misc other controls

https://www.sparkfun.com/products/retired/14746
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 Host & DUT Connection
Common interfaces include:

● USB: Used for data transfer, power supply, and debugging.
● Serial: Used for low-level debugging and accessing logs.
● JTAG: Used for hardware-level debugging and programming.
● Network: Used for remote debugging and accessing the DUT's file system.
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Firmware Development/Debugging
● Firmware Flashing: Update or modify the DUT's firmware using specialized 

tools like flashrom or the Chrome OS Firmware Utility. 

● Console Access: Access the DUT's console to view boot messages, kernel 
logs, and interact with the system through a CLI. 

● Log Analysis: Extract system logs using tools like elogtool (for ChromeOS). 

● Hardware-Level Debugging: Access the DUT's internal registers and 
memory, set breakpoints, single-step through code execution, and examine the 
state of the hardware in real-time.

● System Tools: Tools like crossystem (for ChromeOS) or custom scripts can 
be used to monitor system parameters like CPU usage, temperature, battery 
status, and more. 
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 flashrom

● Utility for identifying, reading, writing, 
verifying and erasing flash chips. 

● Designed to flash BIOS/firmware images on 
mainboards, network/graphics/storage 
controller cards, and various other 
programmer devices.

https://github.com/flashrom/flashrom



Pr
es

en
ta

tio
n 

Ti
tle

   
/  

 A
ug

us
t 2

02
2

20

G
oo
gl
e

 Consoles

Host
System

SuzyQ

Ti50 FW EC FW AP FW

GSC 
Console

EC
Console

AP
Console

GSC EC AP
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GSC 
Console
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EC 
Console
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AP 
Console
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System Tools
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elogtool 

● Retrieve and analyze system logs from a ChromeOS device to troubleshoot 
hardware or software issues.

● Example: elogtool list to collect and display the latest system logs.

https://github.com/coreboot/coreboot/blob/main/util/cbfstool/elogtool.c 

https://github.com/coreboot/coreboot/blob/main/util/cbfstool/elogtool.c
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 crossystem

● Interact with and manage various aspects of ChromeOS devices from the 
command line.

● Example: crossystem dev_boot_usb to enable booting from a USB drive on a Chromebook.

https://github.com/coreboot/vboot/blob/main/utility/crossystem.c 

https://github.com/coreboot/vboot/blob/main/utility/crossystem.c
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 cbmem

● Access and analyze coreboot CBMEM (coreboot 
memory) region, which stores system information 
and logs.

● Example: cbmem -list to list the available CBMEM regions and 
their contents.

https://github.com/coreboot/coreboot/tree/main/
util/cbmem 

https://github.com/coreboot/coreboot/tree/main/util/cbmem
https://github.com/coreboot/coreboot/tree/main/util/cbmem
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 dmidecode

● Gather detailed information about a system's 
hardware components directly from the 
BIOS/firmware.

● Know more

● Example: dmidecode -t memory to display information 
about the system's RAM modules.

https://github.com/mirror/dmidecod
e/tree/master 

https://linux.die.net/man/8/dmidecode
https://github.com/mirror/dmidecode/tree/master
https://github.com/mirror/dmidecode/tree/master
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 iotools

● Low-level interaction with hardware devices, 
particularly useful for debugging and testing.

● Example: iotools –list-cmds to list the available commands 
to perform different operations.

https://code.google.com/archive/p/i
otools/ 

https://code.google.com/archive/p/iotools/
https://code.google.com/archive/p/iotools/


QEMU Demo
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QEMU

● A powerful and versatile open-source 
machine emulator and virtualizer. 

● Allows you to run a virtual machine or 
emulate different computer 
architectures.

Provides a sandboxed environment where 
you can run and experiment with different 
software and operating systems without 
affecting your main system.
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Steps to build & test coreboot

● Prerequisites steps
● Configure the build

○ Configure your mainboard
 make menuconfig

○ Select the payload: 
■ Payload path

payloads/coreinfo/build/coreinfo.elf
● Build coreboot

make

● Test the image using QEMU
qemu-system-x86_64 -bios build/coreboot.rom -serial stdio

Scan to get the Prerequisite Doc
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Menu configuration for coreboot 
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Mainboard configuration
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Selecting the payload
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Provide payload path
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coreboot stages timestamp
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First Step towards OSF
● Login in to https://review.coreboot.org/login with your GitHub.

● Crop your photo to a perfect square & resize the file to <50kb by degrading quality or 
dimensions

● Clone the repo which contains all user avatars -

git clone "https://${USER}@review.coreboot.org/a/gerrit-avatars" && (cd "gerrit-avatars" && 
mkdir -p .git/hooks && curl -Lo `git rev-parse --git-dir`/hooks/commit-msg 
https://${USER}@review.coreboot.org/tools/hooks/commit-msg; chmod +x `git rev-parse 
--git-dir`/hooks/commit-msg)

● The name of the image should be “<ID>.jpg”. You can find out this ID under Profile section at 
https://review.coreboot.org/settings 

● Move the image to the repo directory -

mv <ID>.jpg gerrit-avatars/

https://review.coreboot.org/login
https://review.coreboot.org/settings


Pr
es

en
ta

tio
n 

Ti
tle

   
/  

 A
ug

us
t 2

02
2

39

G
oo
gl
e

First Step towards OSF

● Commit your changes

cd gerrit-avatars

git add <ID>.jpg

git commit -vs -m “add avatar for <ID>” -m “${USER}’s avatar”cd 

git push origin HEAD:refs/for/main

● Hurray!! You have added your first change onto coreboot.



INTERNAL: Google Confidential and ProprietaryINTERNAL: Google Confidential and Proprietary

Questions? 



Thank You


